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1. The environment for installing the SSL certificate

1.1 Brief introduction of SSL certificate installation environment

lIS server

A website

SSL certificate (Note: this guide uses the OV SSL certificate which the domain name is
s.wosign.com to operate, other version of the certificate are also common. )

1.2 Network environment requirements

Please ensure the site is a legitimate e domain address, which can normal access by typing it's
domain name http://XXX.
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2. Generate the CSR

2.1 Generate the private key files and CSR files

Enter the 1IS Manager, and select the server certificate settings option like following figures.
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Fill in the certificate details
Request Certificate _

[ Distinguished Name Properties

gt

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common names |te5t.wosign.c0m |
Organization: |Wosign CA Limite |
Organizational unit:

City/locality |Shenzhen |

State/province: |Guangdong |

Country/region: |CN v

Select the Bit length of the key, default length is 1024, please select the 2048 to ensure the
encryption strength. Encryption services choose the default one, andClick "next",

Request Certificate _

il Cryptographic Service Provider Properties

E;,LL'

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

| Microsoft RSA SChannel Cryptographic Provider v
Bit length:
2048 v

e

2.2 Complete the production of the private key and CSR file

After generate the CSR file, it is recommended that you test the generated CSR file is correct,



Y 1 ® s o s —
‘f ]ﬁ KB FNERSERAT
& . WoSign CA Limited
WoSign

please click here to test your CSR file. Please send the CSR file to WoSign. Please do not do
any change of your server and wait for the certificate issued.

Request Certificate [ » Il

File Name

|

1]

8/

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

|C:\U sers\AdministratorDesktop\wosign.bd | II'

N

Finish | | Cancel

2.3 Submit CSR file

When you apply the certificate on https://buy.wosign.com/free/?lan=en
You can choose generate CSR file by yourself after you do the domain verification.
Choose option 2 below.

Option 1:Gengrate CSR by the system

®0ption 2:5ubmit the CSR
t Please refer to:_SSL Certificate signing request(CSR) Generation Instructions

Flease pasts Certificate Signing Request

signature a g
that must be equal to or graate
2048 bits;
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3. Import SSL certificate

3.1 Get SSL certificate

You will get a zip file with password after you apply the certificate from wosign successfully.
You need to enter the password to extract the file, after extract the file you will get 4 files: for
Apache. for IS, for Nginx. for Other Server. These are different formats for different
servers. After we extra the zip file from for IS, we can get 3 crt certificate.

@ for Apache.zip

B for ISzip#— Unzip this file
B for Nginx.zip

8 for Other Server.zip

al 1_cross_Intermediate.crt 2015/6/16 10:17 e i s
o 2_issuer_Intermediate.crt 2015/6/16 10:17 e ]
gl 3_testwosign.com.crt 201 16 10:1 BT
3.2 Import SSL certificate
oLy e e
Connections g_' if Actions
@- & é Server Certificates i
-9 Start Page Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...

-85 WIN-JOI412NH83S (VICAR\AdK

L =0 configured for S5L. Complete Certificate Request...
i[5} Application Pools ate Domom Cotine
['> @l Sites Filter: - Go \g Show All | Group by: Mo Grouping - Create Domain Certificate...
MName - Issued To Issued By Create Self-Signed Certificate...
s.wosign.com WoSign Class 3 OV Server CA Enable Automatic Rebind of
wosign.com 360 EV Server CA G2 Renewed Certificate

'Z@f' Help

Extract the file 3_yourdomain.crt, upload it to your server. And click "Browse" to select the
Certificate documents.

Select the certificate file, and set a name for the certificate, and complete the import of the
certificate.



ii ‘Iﬁ 3 REEFANERSBRAS

N WoSign CA Limited
WoSign

Complete Certificate Request |L-
i_i' Specify Certificate Authority Response

Complete a previcusly created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

|C:XUsers\Administratnr\Deslctop\public.crt | | |

Friendly name:

|w05ign| ‘

Select a certificate store for the new certificate:

|Per50na| v|

| oK | | Cancel |

Import the intermediate certificate in your local MMC.

Start>Run->MMC, file->Add/remove management unit’-> Select the certificate>click “add” ->
choose “Computer account”>Click Finish. On the left side of the console display certificate tree
list, select Intermediate Certification Authoritities certificate, right click, choose “All
tasks”>"Import”. Import 1_cross_Intermediate.crt, 2_issuer_Intermediate.crt(File of For IIS) into

the ‘Intermediate Certification Authorities’.
-3 &l tnterprlse I rust

4 | Intermediate Certification AL =5 Certification Authority of WoSign UTM-LE
= Certificate Revocation Lis 5l Certification-futhority of WoSign G2 Certifici
= Certificatar = Certification Aut of WoSign G2 Certum

. [ Active Dire All Tasks > Import... P
. || Trusted Pul i LA corp-W

. View r g
+ || Untrusted { 2-CA corp-W
- [ Third-Party Mew Window from Here G3 GeoTru
« [| Trusted Peg New Taskpad View = Hardware Comp... Microse
« [| Other Peop Root A¢
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« ] Smart Card Export List... rimary Intermedia... IM5 CA
Jbject CA StartCo
el Ibject CA StartCo
I Tme .o — S — e
Figure 2
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3.3 Distribution server certificate

Open the IIS manager panel, find the site to be deployed certificate, click on the "binding" as
shown in Figure 3
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Figure 3
Setting parameters
Select “binding”->“add’->“Type selection HTTPS” ->“Port 443” ->“SSL certificatel the name of the
imported certificate J' ->“Determine”, SSL default port 443 port, (Please don't make any changes.
If you use other ports such as: 8443, you must enter the https://www.domain.com:8443)., Seen
as figure 4.
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Figure 4

3.4 Test the SSL certificate.

Input the address in browser address bar: https://s.wosign.com (the domain of the applied SSL
certificate) Test your SSL certificate is installed successfully or not. If successful, the browser
address bar will display a safety lock sign. Please notice: if there is unsafe content in your web
site, it will show "Do you want to show the content that is not secure”. Please modify your website
delete the unsafe content (like Flash. CSS. Java Script, picture and so on).

10
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4. Install Secure signature

(Secure signature only works on OV and EV SSL certificate now)
After you purchased the SSL WoSign certificate, you can get a trusted website security
certification logo which shows your company’s certificate information freely. It can greatly
enhance the user's online trust, to facilitate more online transactions. So we suggest you to add
the following code which can dynamically display the trusted site security certification logo on
your homepage or other page.

<SCRIPT LANGUAGE="JavaScript" TYPE="text/javascript" SRC="https://seal.wosign.com/tws-en.js"></SCRIPT>

[@ & Secured [ a8 Secured
2012-03-07 13 - 34 I 2013-03-0713 - 34 l

11



XA

WoSign

RBEFAIERSBRAE
WoSign CA Limited

5. Backup of SSL certificate

When you have finished installing the certificate, please backup your certificate as follow.
1. Back to Consolel, go Certificates (Local Computer)->Personal->Certificates, choose your

certificate just you have installed. Right click = All Tasks = Export.

Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates]
% File Action View Favorites Window Help

e nE § B XER

2. Then attend to check ‘Yes, export the private key’,click next.

Export Private Key
You can choose to export the private key with the certificate.

3.

F

B

| Console Root
A @ Certificates (Local Computer)

| Personal

| Certificates
| Trusted Root Certification Au
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Figure 12

1 ;@) Yes, export the private key

Learn more about exporting private keys

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

| Do you want to export the private key with the certificate?

() Mo, do not export the private key

[ < Back ][ Mext = ][ Cancel ]

e

Check ‘Include all certificates in the certification path if possible’, click next.

Action
Certi

12
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 {.CER)
Base-64 encoded X, 509 {,CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)

Indude all certificates in the certification path if possible

@) Personal Information Exchange - PKES #12 (,PFX)
| Include all certificates in the certification path ifpossiblel

[T Delete the private key if the export is successful
[] Expart all extended properties

Microsoft Serialized Certificate Store {,55T)

Learn more about certificate file formats

[ < Back ][ Mext = ][ Cancel ]

b

4. Type and confirm your password, Specify a name and path of this file, you will get a certificate

PFX format. keep these in mind.

6. Restore of SSL certificate

Please reference “11S7.0&8.0 SSL.pdf”".

13
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